
 

 

 

________________________________________________________________________________________________  

 

POPIA POLICY  

 

 

 

SOUTH AFRICAN PECAN NUT PRODUCERS ASSOCIATION NPC 

Registration Number: 2015/063822/08 

 

 

 

 

Prepared in terms of the Protection of Personal Information Act 4 of 2013 

 

 

 

 

 

 

Date of Compilation: 4 July 2025 

 

_______________________________________________________________________________________________ 

 



POPIA Policy for South African Pecan Nut Producers Association NPC 

___________________________________________________________________________________________________________________________________ 

_____________________________________________________________________________________
__________________ 
 
 
Page 2 of 16 
 

 

 

TABLE OF CONTENTS 
 

1. LIST OF ACRONYMS AND ABBREVIATIONS ......................................................................................................... 3 

2. DEFINITIONS ...................................................................................................................................................... 3 

3. PURPOSE ............................................................................................................................................................ 3 

4. PROCESSING OF PERSONAL INFORMATION ....................................................................................................... 4 

5. PERSONAL INFORMATION COLLECTED BY SAPPA ............................................................................................... 5 

6. ADDITIONAL DATA COLLECTION AND EXTERNAL WEBSITE DISCLAIMER ............................................................ 9 

7. GENERAL .......................................................................................................................................................... 10 

8. INFORMATION OFFICER  .................................................................................................................................. 11 

9. INCIDENT MANAGEMENT PROCESS ................................................................................................................. 11 

10. EMPLOYEE AWARENESS ON THE POPIA POLICY  .............................................................................................. 12 

11. INFORMATION SECURITY AND ACCESS CONTROL ............................................................................................ 12 

12. RESTRICTION OF ACCESS TO PERSONAL INFORMATION  .................................................................................. 14 

13. ACCESS TO MAIN BUILDING ............................................................................................................................. 15 

14. DESTRUCTION OF DOCUMENTS  ...................................................................................................................... 15 

15. ADMINISTRATIVE SECURITY ............................................................................................................................. 15 

16. RISK ANALYSIS  ................................................................................................................................................. 15 

17. SUB-CONTRACTORS ......................................................................................................................................... 15 

18. DATA BACK-UP ................................................................................................................................................. 16 

 

 

 

 

 

 

 

 

 



POPIA Policy for South African Pecan Nut Producers Association NPC 

___________________________________________________________________________________________________________________________________ 

_____________________________________________________________________________________
__________________ 
 
 
Page 3 of 16 
 

 

  

1. LIST OF ACRONYMS AND ABBREVIATIONS 

1.1. "PAIA" means the Promotion of Access to Information Act No. 2 of 2000 (as amended); 

1.2. "POPIA" means the Protection of Personal Information Act No.4 of 2013; 

1.3. "SAPPA" means South African Pecan Nut Producers Association NPC, a non-profit company duly incorporated in 

terms of the laws of the Republic of South Africa under registration number: 2015/063822/08; and  

1.4. "VAT" means value added tax imposed in terms of the Value Added Tax Act, No 89 of 1990 (as amended).  

2. DEFINITIONS 

2.1. "Associated Members" means nurseries, processors and other service providers to the Primary Members;  

2.2. "Data Subjects" means the Primary Members, Associated Members, Personnel or any other natural or juristic 

person to whom the Personal Information processed by SAPPA relates;  

2.3. "Personal Information" means information relating to an identifiable natural person or juristic person as defined 

in section 1 of POPIA; 

2.4. "Personnel" means all individuals who are engaged by SAPPA in any capacity, including employees and directors; 

2.5. "Policy" means this document;  

2.6. "Primary Members" means all natural persons, juristic persons, or entities involved in the commercial 

production and sale of pecan nuts, qualified to become a member of SAPPA by completing an application form 

and/or process;  

2.7. "Processing" means any operation or activity, whether or not by automatic means, concerning Personal 

Information as defined in section 1 of POPIA; 

2.8. "Regulations" means the Promotion of Access to Information Act No. 2 of 2000: Regulations Relating to the 

Promotion of Access to Information, 2021; and  

2.9. "Regulator" means the Information Regulator;  

3. PURPOSE  

3.1. POPIA is designed to regulate the Processing of Personal Information and to ensure the protection of individuals' 

and juristic entities' privacy rights.  
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3.2. SAPPA is committed to collecting, storing and Processing the Personal Information of its Data Subjects in a 

manner compliant with PAIA and POPIA. 

3.3. Insofar as it is required in terms of POPIA, SAPPA undertakes to obtain the written consent of the Data Subjects 

before collecting and Processing Personal Information.  

4. PROCESSING OF PERSONAL INFORMATION  

4.1. In general, SAPPA obtains Personal Information on the Data Subjects through the following means: -  

4.1.1. Voluntary information: -  

4.1.1.1. SAPPA requires the Data Subjects to provide their full name, surname, and contact details when 

submitting enquiries via SAPPA’s official website (https://www.sappa.za.org/contact-us/), or when 

the Data Subject requests information directly from SAPPA. 

4.1.1.2. When applying for membership as an Associated Member or a Primary Member, the Data Subject 

is required to complete an application form on SAPPA’s official website. This form may require the 

submission of various types of information, including VAT numbers and other relevant business or 

contact details necessary to assess and process the membership application. 

4.1.2. Automatic collection: -  

4.1.2.1. When the Data Subject visits SAPA's website, SAPPA may collect certain information automatically 

from the Data Subject’s device, including the device type, unique device identification number, 

browser-type, broad geographical location and other technical information about the Date Subject's 

device.   

4.1.2.2. This information is Processed for internal operational and analytical purposes.  

4.1.2.3. Some of this information described above, may be collected using cookies and similar technology. 

4.1.3. Third party sources: - 

4.1.3.1. In certain instances, SAPPA may collect Personal Information from publicly accessible sources or 

from third parties who are lawfully authorised to disclose such information.  

4.1.3.2. This may include information obtained through the Data Subject’s authorised representatives, 

affiliated service providers, or contractors engaged by SAPPA to perform functions on its behalf.  

https://www.sappa.za.org/contact-us/


POPIA Policy for South African Pecan Nut Producers Association NPC 

___________________________________________________________________________________________________________________________________ 

_____________________________________________________________________________________
__________________ 
 
 
Page 5 of 16 
 

 

4.1.3.3. Where a Data Subject displays interested in employment opportunities with SAPPA, SAPPA may 

gather relevant Personal Information from recruitment consultants, HR personnel, or internal 

decision-makers involved in the appointment and onboarding process. 

4.1.3.4. All such collection is conducted in accordance with applicable privacy legislation and for legitimate 

organisational purposes. 

5. PERSONAL INFORMATION COLLECTED BY SAPPA  

5.1. The nature and extent of Personal Information processed by SAPPA is determined by the specific relationship 

the Data Subject has with SAPPA, as well as the specific purpose for which the information needs to be collected, 

processed and (possibly) stored. 

5.2. In conducting its operations, SAPPA collects Personal Information from various categories of individuals, 

including its Personnel, Primary Members, Associated Members, prospective employees, SAPPA representatives, 

contractors, website users, and individuals visiting SAPPA’s premises. 

5.3. SAPPA collects and Processes the following Personal Information: -  

TYPE OF PERSONAL INFORMATION PURPOSE 

Users of SAPPA's official website 

Contact information: -  

- full name;  

- email address; and  

- contact number. 

 

Users of SAPPA’s official website may submit enquiries via the 

"Contact Us" page. In doing so, they are required to provide 

certain Personal Information to enable SAPPA’s authorised 

representatives to respond to their queries or requests. 
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Technical information:  -  

- device type;  

- unique device identification numbers; 

- browser type; and  

- broad geographical location. 

When visitors access SAPPA’s official website, certain technical 

information about their device may automatically be collected. 

The purpose of collecting this information is to: -  

- ensure the website functions properly across different devices 

and browsers; 

- improve the website’s performance and usability; 

- detect and prevent security threats, unauthorised access, or 

abuse; 

- generate aggregated statistics to understand user interaction 

and improve content delivery; and 

- assist in the technical troubleshooting and maintenance of the 

website. 

Visitors to SAPPA's physical offices 

Information obtained: -   

 

To verify the Data Subject’s identity and to facilitate access to 

SAPPA’s premises in line with its security protocols.  

Personnel of SAPPA 
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Identification/employment information: -  

- full name;  

- date of birth;  

- identity number or passport number;  

- photograph (for access cards, 

personnel records, or company 

website);  

- residential address;  

- contact details (mobile number, 

personal and work email address);  

- employee/personnel number;  

- driver’s licence details;  

- emergency contact details;  

- banking details;  

- tax information; 

- withholdings, salary, benefits, 

deductions and expenses;  

- company allowances, stock and equity 

grants;  

- work visa or permit details (for SA non-

citizens);  

- job title and department 

- contract of employment;   

- next of kin information;  

- training information;  

- performance and disciplinary records;  

- grievance procedures; 

- hours of work and leave;  

- information required to provide access 

to SAPPA's IT systems;  

 

 

  SAPPA collects and processes identification information of its 

Personnel to establish and verify their identity, manage 

employment relationships, ensure compliance with legal and 

regulatory obligations and its internal procedures, administer 

payroll and benefits, maintain workplace security, facilitate 

communication, and support health, safety, and emergency 

procedures. This information is essential for the effective and 

lawful operation of the organisation and to protect the interests 

of both SAPPA and its employees. 
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- communications (telephone calls, 

minutes of meetings, notes, emails 

sent and received etc.);   

- academic and professional 

qualifications; 

- employment history and related 

experience; 

- curriculum vitae or résumé;  

- workers compensation claims; 

- details of termination or resignation of 

employment;  

- educational background and language 

proficiencies; and 

- pension or provident fund membership 

numbers. 

 

Employment Equity information, 

including but not limited to: -  

- race;  

- gender; and  

- disabilities. 

To comply with requirements in terms of the Employment Equity 

Act, 55 of 1998. 

ASSOCIATED MEMBERS  

 

 

Information obtained :-  

- registered name of the company or legal 

entity;  

- address;  

- contact details; 

- VAT number (if applicable); 

- production information (if applicable); 

- DAFF Nursery Registration Certificate or 

proof of application; and  

- any additional documentation required 

to verify compliance with relevant 

industry standards or SAPPA’s internal 

membership requirements. 

The purpose of collecting information from SAPPA members is 

to effectively manage membership records, facilitate 

communication, to ensure compliance with industry regulations, 

support the delivery of member services, coordinate industry 

initiatives, and enable accurate reporting and planning within 

the pecan nut sector. This information also helps SAPPA verify 

member eligibility, administer membership benefits, and 

promote the interests of its members and the broader industry. 
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PRIMARY MEMBERS  

Information obtained: -  

- Full names and surname in the case of a 

natural person; 

- Trading name in the case of a juristic 

person;  

- Contact details; 

- District and/or province; 

- Postal address; 

- Nearest town; 

- Nursery where trees were obtained;  

- Production volume; 

- Name of processor delivered to; and 

- VAT number. 

 

The purpose of collecting information from SAPPA members is 

to effectively manage membership records, facilitate 

communication, to ensure compliance with industry 

regulations, support the delivery of member services, 

coordinate industry initiatives, and enable accurate reporting 

and planning within the pecan nut sector. This information also 

helps SAPPA verify member eligibility, administer membership 

benefits, and promote the interests of its members and the 

broader industry. 

PROSPECTIVE PERSONNEL 

Information obtained, including: -  

- full names;  

- identity numbers;  

- contact details;  

- addresses; 

- details of previous employment;  

- references; and  

- education and qualifications.  

 

All prospective Personnel are required to furnish certain 

Personnel Information necessary for the consideration of their 

employment applications. 

6. ADDITIONAL DATA COLLECTION AND EXTERNAL WEBSITE DISCLAIMER  

6.1. SAPPA may Process other Personal Information that the Data Subject provides to SAPPA voluntarily in order to 

support its operational needs or meet legal and regulatory obligations.  

6.2. Insofar as it is required in terms of POPIA, SAPPA undertakes to obtain the written consent of the Data Subjects 

before Processing Personal Information and will clearly identify the Personal Information collected and its 

purpose.  
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6.3. SAPPA's official website may contain hyperlinks to external websites and social media platforms operated by 

third parties, and SAPPA does not control, endorse or assume responsibility for the content or privacy practices 

of external sites or entities.  

7. GENERAL  

7.1. SAPPA and its authorised Personnel undertake to treat all Personal Information collected from Data Subjects as 

strictly confidential and in accordance with POPIA. 

7.2. No Personal Information concerning any Data Subject, or the contents of any related communication or 

documentation, may be disclosed to any unauthorised third party by SAPPA Personnel unless:- 

7.2.1. SAPPA is legally required to disclose such Personal Information; or 

7.2.2. disclosure is in the interest of protecting a legal right or interest; or 

7.2.3. the express consent of the Data Subject has been obtained prior to disclosing such Personal Information. 

7.3. SAPPA Personnel may only collect, Process or store Personal Information relating to the Data Subject: -  

7.3.1. if it is necessary for the execution of SAPPA’s functions or obligations;  

7.3.2. with the full knowledge of the Data Subject; and 

7.3.3. insofar as required by POPIA, with the informed consent of the Data Subject 

Such information will be used strictly for the purposes stated at the time of collection. 

7.4. SAPPA undertakes to grant the Data Subjects access to their Personal Information upon written request, subject 

to verification of identity and in accordance with the provisions of POPIA and PAIA. 

7.5. If a Data Subject wishes to update or correct their Personal Information, SAPPA may require supporting 

documentation as proof of the changes. A record of the request, the date of the request and the nature of the 

update will be recorded.  

7.6. If applicable, SAPPA will notify relevant third parties of any amendments to the Data Subject’s Personal 

Information to ensure that records are accurate and up to date, especially where this affects ongoing operations 

or services. 

7.7. SAPPA does not charge a fee for confirming whether Personal Information is held on a Data Subject. 
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7.8. Should a Data Subject request a copy or description of the Personal Information SAPPA holds, including 

disclosures to third parties, SAPPA will respond within a reasonable time, in an accessible format, and may charge 

a prescribed fee in accordance with the Regulations. 

8. INFORMATION OFFICER   

8.1. Information Officer-  

For Attention:  Cobus van Rensburg 

Telephone:  021 250 1692 

Email:   cobus@sappa.za.org  

8.2. Access to information general contacts: - 

Email:   admin@sappa.za.org  

For Attention:  Leilani Le Roux 

8.3. Head Office: - 

Postal Address:  PO Box 163, Paarl, 7620 

Physical Address:  Corner of Berlyn Street and Optenhorst Street, Paarl, Berlyn Centre, 7646 

Telephone:  021 250 1692 

 Email:   admin@sappa.za.org 

 Website:   https://www.sappa.za.org/  

8.4. For any queries, requests or complaints related to the Processing of Personal information, please contact our 

Information Officer or Deputy Information Officer. 

9. INCIDENT MANAGEMENT PROCESS  

9.1. SAPPA acknowledges that the Processing of Personal Information by electronic or other means carries inherent 

security risks. 

9.2. While SAPPA implements appropriate and reasonable technical and organisational measures to maintain the 

integrity and confidentiality of the Personal Information in its possession, the possibility of unauthorised access, 

disclosure, or loss due to security breaches cannot be entirely excluded. 

mailto:cobus@sappa.za.org
mailto:admin@sappa.za.org
https://www.google.com/search?q=SAPPA&rlz=1C1GCEA_enZA1091ZA1091&oq=SAPPA&gs_lcrp=EgZjaHJvbWUyBggAEEUYOTIHCAEQABiPAjIHCAIQABiPAjIHCAMQABiPAtIBCDEzNzhqMGo0qAIAsAIB&sourceid=chrome&ie=UTF-8
mailto:admin@sappa.za.org
https://www.sappa.za.org/
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9.3. In the event that SAPPA becomes aware of, or has reasonable grounds to believe that,  any unauthorised access 

to or disclosure of Personal Information ("Data Breach") exists, SAPPA will, as soon as reasonably practicable, 

notify both the Information Regulator and the affected Data Subject(s). The notification will include sufficient 

information to enable the Data Subject to take protective measures, mitigate potential adverse effects, and 

exercise their rights under POPIA. 

10. EMPLOYEE AWARENESS ON THE POPIA POLICY  

10.1. To facilitate that confidential and Personal Information of clients is secured from unauthorised access and data 

breached, SAPPA actively promotes and encourages security awareness to mitigate potential security threats. 

10.2. All SAPPA Personnel, as a condition of their employment with SAPPA, are made aware of their obligations in 

relation to the lawful Processing and protection of Personal Information.  

10.3. SAPPA specifically ensures that its Personnel are made aware of, and guard against, the dangers of phishing 

attacks.  

10.4. SAPPA Personnel are, therefore, cognisant of the principles of lawful Processing and are committed to treating 

all Personal Information as strictly confidential, both during the course of their employment or engagement and 

thereafter. 

11. INFORMATION SECURITY AND ACCESS CONTROL 

11.1. Access to SAPPA systems and data 

11.1.1. SAPPA utilises ESET, a reputable digital security provider, which implements multi-factor authentication 

("MFA") and other cybersecurity measures to safeguard its electronic records against unauthorised 

access, data breaches, and other security threats. 

11.1.2. Access to client information is restricted to the administrative officer and the agricultural economist, who 

are granted access through individual usernames and passwords ("CRM Login Details"). 

11.1.3. Electronic documents that contain confidential and/or sensitive information are password protected and 

access to such information requires the user to enter CRM Login Details.  

11.1.4. Should it be necessary for Personnel to work remotely, client information on electronic devices are 

secured by OneDrive and office authentication protocols.  

11.1.5. Electronic devices are secured and protected with MFA. Only SAPPA Personnel have access to CRM Login 

Details. In line with SAPPA’s privacy policies, these CRM Login Details are strictly confidential and may not 
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be shared with other individuals, except as expressly authorised by the Information Officer, or relevant 

manager or head of a department. Upon termination of employment or membership, all system access 

rights, including passwords, are immediately revoked by SAPPA’s IT administrators. 

11.1.6. SAPPA ensures that devices and/or systems designated to protect the network are regularly updated and 

tested to maintain optimal performance and security.  

11.1.7. Emails are secured by means of filters to block phishing, spam and malicious attachments, and the use of 

MFA to ensure that only authorised Personnel have access to email accounts. Endpoint Security, like anti-

virus and anti-malware software, are used on electronic devices.  

11.2. Printed documents 

Printed documents containing Personal Information and/or confidential information are collected from printers 

immediately and securely filed in the appropriate location. 

11.3. Removal of documents and data from SAPPA premises  

11.3.1. No physical files or electronic documents containing Personal Information of the Data Subjects may be 

removed from SAPPA’s premises without prior written approval from the relevant department head or 

Information Officer. 

11.3.2. Approval for removal is granted solely for legitimate work purposes and only when the authorised person 

is satisfied that the Personal Information will remain secure and protected from unauthorised access. 

11.3.3. These controls also apply to electronic data transferred via removable storage devices (e.g., USB sticks, 

external hard drives). Removal of such data from SAPPA’s premises requires prior authorisation. 

11.3.4. Physical documents leaving the premises must be sealed in an envelope clearly marked with the details 

of the recipient and return address/es. Documents are delivered either by hand by authorised SAPPA 

personnel or via reputable courier services in sealed envelopes. 

11.3.5. When transported by vehicle, documents must be kept locked in a secure compartment (e.g., the boot of 

a car). 

11.3.6. Documents containing Personal Information will only be handed to authorised persons. 

11.3.7. Any third party authorised by Personnel to collect documents (e.g., proxies or messengers) must be 

recorded in writing on the relevant file or system record. 
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12. RESTRICTION OF ACCESS TO PERSONAL INFORMATION  

12.1. All documents containing Personal Information, whether in electronic or hard copy format, are stored at SAPPA's 

main office, as specified in paragraph 8.3 above.  

12.2. Confidential documents, including contracts and service agreements, employment records, member application 

forms and financial records are securely stored in a filing cabinet which is locked at all times. Only the 

administrative officer and financial officer have access to such said filing cabinet.  

12.3. Subject to paragraph 12.6 below, the Personal Information of former Associated Members and Primary Members 

is retained for a period of 7 (seven) years in a secured storeroom, after which it is securely disposed of by means 

of annual shredding.  

12.4. Public records and general information and/or records are stored electronically on One Drive and physically in a 

lockable filing cabinet. 

12.5. Subject to clause 12.6 below, employment records, payroll records and Personal Information of former Personnel 

are retained for a period of 3 (three) years in a locked cupboard, after which they are securely disposed of by 

means of annual shredding. Electronic versions of these records are stored in password-protected files on the 

server.  

12.6. In terms of section 141 of POPIA, SAPPA will not retain the Personal Information of the Data Subject without their 

consent for any longer than is necessary to achieve the purpose for which the information was originally 

collected. 

                                              

1 Subject to subsections (2) and (3), records of personal information must not be retained any longer than is necessary for achieving the purpose 

for which the information was collected or subsequently processed, unless— 

(a)  retention of the record is required or authorised by law; 

(b)  the responsible party reasonably requires the record for lawful purposes related to its functions or activities; 

(c)  retention of the record is required by a contract between the parties thereto; or 

(d)  the data subject or a competent person where the data subject is a child has consented to the retention of the record. 

Records of personal information may be retained for periods in excess of those contemplated in subsection (1) for historical, statistical or 

research purposes if the responsible party has established appropriate safeguards against the records being used for any other purposes. 
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13. ACCESS TO MAIN BUILDING 

13.1. The entrance to SAPPA’s offices is secured at all times. Access is strictly controlled, and only authorised 

individuals are permitted entry, as facilitated by the receptionist. 

13.2. Documents containing Personal Information are not stored or left unattended in public areas such as the 

reception or foyer. If temporary placement is necessary, such documents are sealed in an envelope and removed 

as soon as reasonably possible. 

13.3. Visitors are restricted to the foyer area and are not permitted to access other parts of the office unless 

accompanied by designated SAPPA Personnel. This ensures that no unauthorised individual gains access to 

confidential documents or Personal Information. 

13.4. Outside of normal operating hours, SAPPA's offices remain securely locked, and the security alarm system is 

activated by the last Personnel member to leave the premises. Access after-hours is only granted under 

exceptional circumstances and with prior authorisation. 

14. DESTRUCTION OF DOCUMENTS  

14.1. Any documents containing Personal Information that is discarded during the workday and is not retained in a 

designated file, is placed in designated containers separate from regular waste. 

14.2. These documents are securely disposed of through daily shredding.  

15. ADMINISTRATIVE SECURITY  

15.1. SAPPA has developed a comprehensive incident response plan to mitigate potential disruption of its service or a 

security threat to the data maintained by it in the event of a system failure and/or disruption.  

15.2. SAPPA maintains short-term insurance coverage to safeguard against potential claims arising from security 

threats or data breaches. 

16. RISK ANALYSIS  

16.1. The Information Officer conducts an annual review and update of SAPPA's risk analysis report and data security 

measures, covering physical, digital, operational, and administrative safeguards. 

16.2. When necessary, SAPPA's security protocols are revised to ensure that the highest standards of protection are 

maintained. 

17. SUB-CONTRACTORS 
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17.1. SAPPA engages external service providers for the purpose of auditing its accounting records, providing financial 

and IT support, and processing data on an ongoing basis.  

17.2. Information relating to Data Subjects is shared with the service provider by email, to the extent that it is 

necessary for the performance of their duties.  

17.3. Service providers that render financial support services to SAPPA process the Personal Information of SAPPA 

Personnel for reasons relating to:-  

17.3.1. the calculation, processing and recording of Personnel compensation, benefits and leave; and  

17.3.2. the processing and recording of invoices.  

18. DATA BACK-UP  

18.1. All data stored on SAPPA’s central server is automatically backed up on a daily basis to ensure the integrity and 

availability of critical information, including Personal Information. 

18.2. The primary back-up device is securely stored in a locked cabinet within SAPPA’s main office, with access 

restricted to authorised Personnel only. 

18.3. Monthly integrity tests are conducted by SAPPA’s appointed IT service provider to confirm that the back-up 

system is functioning correctly and that all data is retrievable. 

18.4. A secondary encrypted back-up is stored in a secured cloud. 

Issued by 

 

Signed at   Date  

 

 

For and on behalf of  

Name _________________________ who warrants that he is duly authorised to sign 

Designation  _________________________  
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